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Synopsis

Basic Security Testing with Kali Linux 2Kali Linux 2 (2016) is an Ethical Hacking platform that allows
good guys to use the same tools and techniques that a hacker would use, so they can find security
issues before the bad guys do. In Basic Security Testing with Kali Linux 2, you will learn basic
examples of how hackers find out information about your company, find weaknesses in your
security and how they gain access to your system.Completely updated for 2016, this step-by-step
guide covers:Kali Linux Introduction and OverviewShodan (the & ceHackera ™s

Googlea <)Metasploit TutorialsExploiting Windows and Linux SystemsEscalating Privileges in
WindowsCracking Passwords and Obtaining Clear Text PasswordsWi-Fi AttacksKali on a
Raspberry PiSecuring your NetworkAnd Much More!Though no computer can be completely

a ceHacker Proofa « knowing how an attacker works will help put you on the right track of better

securing your network!
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Customer Reviews

Extremely clear and thorough. The book doesn’t just blow superficially through topics like many of
the other books I've read on pentesting. You get detailed tutorials and examples of how to use the

tools listed, with screenshots included for reference. | look forward to reading the intermediate book



next.

| am half way through this book and it is written very well so the reader understands what their doing
and why their doing it. The author cannot teach you everything about the tool so some additional
research will have to be done but that’s to be expected. | will definitely pick up the intermediate book
once | finish this one. Pick it up for your trying to learn Kali you won't regret it! Also the use of

screenshot with the text is a great addition that is really helpful.

As the title says this is the basics. But for those unfamiliar with Kali it shows specific nomenclature.

Great book and is an easy read with a lot of references and guides with step by step instructions! |

recommend it to anyone in the InfoSec world that focuses on Pen-testing!

Good knowledge. So many tools!
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